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Abstract
This research makes a focus on evolutionary computing environments i.e. Pervasive, Internet
of Things, Artificially Intelligent (AI) and Big Data risks management. The contribution of
paper lies in identifying, managing risks in advanced computing paradigms, mitigating
security risks and benchmarking smart softwares. As the security and privacy of big volume
data is heated discussion these days due to several vulnerabilities in data posed by its
pervasive nature so the paper has implemented the security risks mitigation in big data
projects. In addition, the benchmarking of pervasive software is done with the help of an
intelligent tool for detecting application frameworks and security vulnerabilities. The
application is scanned, and the intelligent tool quantifies the severity levels to provide the
possible solutions. This tool also collects application metrices to benchmark it against
technology, application business drivers and properties to improve the quantitative
Performance of the software. This research also puts an analytical foundation for various risks
management concepts in evolutionary environments i.e. Pervasive, AI, Internet of Things and
Big Data.
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